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Abstract

Compilers for structured data pipelines, often specified using domain-
specific languages such as P4, are notoriously difficult to vali-
date. We introduce compilomorphic fuzzing, a new validation ap-
proach that turns a compiler into its own test oracle via structure-
preserving transformations over programs and structured inputs.
The core idea is to generate pairs of semantically equivalent but
structurally distinct inputs (e.g., packets) and programs (e.g., pipeline
specifications), and then assert that the compiler’s observable be-
haviour remains invariant. Any deviation exposes a deep semantic
bug. We present the formal basis for this approach, compilomor-
phism, and a prototype fuzzing framework that operationalises
it, establishing a practical, model-free foundation for validating
compilers in critical DSL domains.
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1 Introduction

Modern software systems increasingly rely on domain-specific lan-
guages (DSLs) to define behaviour for structured data pipelines,
from network packet processing (P4) to graphics rendering (shaders)
and data queries (SQL). Validating the compilers for these DSLs is
a critical software engineering challenge. Bugs in these compilers
can silently corrupt data, violate security policies, or cause sys-
tem failures, yet their detection remains difficult with traditional
methods.

This challenge is particularly acute in network programming
with P4 [4]. P4 programs define intricate transformations on packet
data, and their compilers must target a diverse range of hardware
and software backends. Bugs in P4 compilers can lead to network
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misrouting or security vulnerabilities. Traditional validation ap-
proaches, such as comparing compiler output against a “golden”
reference interpreter, are often impractical due to the state-space
explosion of possible inputs and the difficulty of constructing and
maintaining correct reference models for multiple, complex back-
ends.

To address this, we propose compilomorphic fuzzing, a valida-
tion methodology that effectively turns a compiler against itself.
Instead of relying on an external reference model, it leverages a
DSL’s own semantics to create test oracles from structure-preserving
transformations. The core insight is that a compiler’s treatment of
one program variant can be used to judge its correctness on an-
other, semantically equivalent variant. This is underpinned by the
principle of compilomorphism: the formal definition of equivalence
relations over both programs and their structured inputs.

This paper introduces compilomorphism as a validation methodol-
ogy for compilers of structured data pipelines, grounded in formal
equivalence relations and demonstrated via an executable proto-

type:

e The Concept: A semantics-driven oracle based on structure-
preserving transformations over programs and structured inputs.

e The Formalism: A core framework of packet and program equiv-
alence relations that characterise compilomorphic variants.

o The System: A prototype fuzzing pipeline that operationalises
compilomorphism and detects injected semantic faults.

We argue that compilomorphism provides a principled and prac-
tical foundation for scalable, model-free validation of compilers in
critical DSL domains.

2 Background: P4 as a Motivating Example

While the principle of compilomorphism is general, we ground
our framework in the domain of P4 [4], a premier example of a
DSL for structured data pipelines. In this context, inputs are data
packets and programs are pipeline specifications. P4 programs de-
fine how network devices process these packets through a series
of programmable stages, as illustrated conceptually in Figure 1.
The challenge is that P4 compilers must correctly translate this
logic for a wide range of hardware and software backends with
diverse capabilities — from behavioural simulators [3] and software
switches [1] to FPGAs [10] and specialised ASICs [5, 9].

The model is fundamentally based on manipulating structured
data. A key component is the Parser, which reads raw input data (a
packet) and extracts values into well-defined, typed header struc-
tures (e.g., an IPv4Header struct containing fields for addresses
and protocol type).

The core of the pipeline logic resides in a series of control blocks
containing Match-Action Tables. These tables implement a rule-
based processing model:
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Packet Ingress Parse Headers Match & Route
src_addr: 192.168.0.1 Decision
dst_addr: 10.0.0.1 Extract header Lookup for

protocol: 6 (TCP) structure / destination 10.0.0.1

Execute Action | Transmit

or Drop

Forvard to egress
port if match

IPv4Header Structure — Match-Action Paradigm

struct IPvaHeader {

table routing_table {
bit<32> src_addr;

key = { hdr-ipvd.dst_addr: exact; }
bit<32> dst_addr; actions = { forvard; drop; }
’ default_action = drop();

Figure 1: Conceptual stages of a P4 data pipeline: parsing
inputs into structured headers, applying match-action table
logic, and modifying headers before output.

o Match: The values of one or more header fields from the parsed
packet are used as a key to look up an entry in a table.

o Action: Each table entry is associated with an action, which is a
block of imperative code. If the key matches, the corresponding
action is executed. Actions can modify header fields, update
metadata, or make a final decision about the packet’s fate (e.g.,
forward it to a specific output port or drop it).

This staged model of parsing structured inputs and applying
rule-based transformations is central to why compiler validation
is challenging. A compiler must correctly translate these interde-
pendent stages into efficient code for diverse targets while pre-
serving the exact semantics of the data transformations. At the
same time, this structured computation model naturally induces
rich equivalence classes over both packets and programs, which
our compilomorphism relations (Section 3) are designed to exploit.

3 The Compilomorphism Framework

We formalise compilomorphism by modelling the observable be-
haviour of a compiled program as a transformation function 7~ :
B x pg x pk — (pk’, port), where f§ is a compiler backend, pg a
source program, and pk an input packet.

Two executions are observationally equivalent if they produce
the same egress decision and agree on forwarding-relevant out-
put state. We write (pk}, port,) ~ (pky, port,) iff port, = port,
and 7ryd(pk]) = mrwd(pk;). Here mryq denotes projection onto the
forwarding-relevant packet fields (i.e., fields that influence subse-
quent routing or delivery semantics). The compilomorphism prin-
ciple induces three distinct forms of self-consistency checks that
serve as test oracles:

o Cross-Backend Consistency: For a given pair (pg, pk), any two back-
ends f, f» should produce equivalent outputs: 7 (61, pg, pk) ~

T (Bas P, pK)-

o Cross-Packet Consistency: For a given (pg, f), two compilomorphic
packets pk; =, pk, should produce equivalent outputs.

o Cross-Program Consistency: For a given (pk, ), two compilomor-
phic programs pg, =, pg, should produce equivalent outputs.

The core of our framework lies in formalising the latter two relations

over structured inputs and programs.

While we use P4 terminology for clarity, these relations instan-
tiate general patterns common to many structured data pipelines,
which we characterise as systems with (a) well-defined input schemas,
(b) staged, rule-based processing, and (c) transformations that must
preserve external semantics.
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3.1 Packet Compilomorphism

Often, many parts of a complex input are irrelevant to a specific
program’s logic. Two different input packets should be treated
identically if they do not differ in any way that the program cares
about. We formalise this as packet compilomorphism.

Definition 3.1 (Packet Compilomorphism). Let Rel(pg) be the set
of packet fields whose values may be read by pg and can affect ob-
servable behaviour (e.g., table keys, guards, and action expressions
that influence forwarding-relevant outputs), as computed by a con-
servative IR analysis. Two packets pk; and pk, are compilomorphic
under pg (denoted pk, =, pk,) iff their projections onto relevant
fields are equal: 7TRei(pg) (Pk;) = TRel(pg) (PKy)-

Oracle expectation. For compilomorphic packets, a correct com-
piler backend preserves observable behaviour: pk; =p, pk, =

T(B. pg. pky) = T (B, pg. pks)-

3.2 Program Compilomorphism

Conversely, two structurally different programs might implement
the exact same logic for a given set of inputs. A correct compiler
should produce the same behaviour for both. We formalise this as
program compilomorphism.

Definition 3.2 (Program Compilomorphism). Two programs pg,
and pg, are compilomorphic for a packet pk (denoted pg, =, pg,)
iff pg, is obtained from pg, by a semantics-preserving transforma-
tion whose preconditions hold for pk (e.g., reordering independent
tables, or inserting redundant logic not triggered by pk).

Oracle expectation. pg, Zpk gy = T (B, pgy, Pk) = T (B, pgy, k).

3.3 Illustrative Example

We illustrate program compilomorphism using a transformation
that produces a structurally distinct program while preserving
behaviour for a given packet pk.
Seed. Let pk be a packet with DstIP = A and SrcIP = B. Let pg, be a
program whose forwarding logic is:
match on DstIP; if DstIP = A then forward to port P1,
otherwise drop.

Transformation: inserting redundant logic. We construct pg, from
pg; by inserting a redundant match-action table before the routing
logic. The table matches on DstIP against a sentinel value S and
performs a no-op action. The transformation’s precondition is that
pk.DstIP # S.

Since the redundant table never matches for pk, it has no effect

on forwarding-relevant state. Therefore, pg, is obtained from pg,
by a semantics-preserving transformation whose preconditions
hold for pk, i.e., pg; =pk pgs.
Oracle check. A correct compiler backend must preserve this equiv-
alence: 7(B, pgy, pk) =~ T (B, pg,, pk). If compiling pg, results in a
different egress decision (e.g., drop), we have detected a semantic
compiler bug.

4 Compilomorphic Fuzzing

We operationalise compilomorphism through a fuzz testing frame-
work that uses the compiler’s own semantic self-consistency across
compilomorphic variants as a live test oracle (Figure 2).
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Figure 2: The compilomorphic fuzzing workflow. Variants are
generated (2), compiled (3), and executed (4), with outputs
compared against the oracle (5). A feedback loop can use
results to generate new seeds.

Algorithm 1 Compilomorphic Fuzzing Logic

procedure FuzzCoMPILER(pk, pg, B)
TestCorpus < {(pky, pgo)}
ResultsCache «— 0
loop

(pks, pgs) < select_from(TestCorpus)
(pkm, pgm) < generate_variant(pks, pgs)
if (pkm, pgm) is new then
TestCorpus.add((pkm, pgm))
forall f € Bdo
output « execute(f, pgm, pkm)
ResultsCache[(pkm, pgm, B)] — output

> Cache for (pk, pg, beta) -> output

1:
2
3
4;
5
6:
7
8
9 > Execute and cache results
0.
1:

Oracle check
12: (pky, pg1): (Pky, pg,) < SelectPair(TestCorpus)
13: for all 5y, f € Bdo
14: outy < ResultsCache[(pk,, pgy, P1)]
15: outy < ResultsCache[(pk,, pgs,, f2)]
16: if out; # out, then
17: Report Bug: Inconsistency found!
18: return

The core logic of the fuzzer, outlined in Algorithm 1, follows the
workflow shown in Figure 2. It iteratively generates new test cases
and checks for inconsistencies. The key stages are:

Seeding and Variant Generation. The process starts with a seed pro-
gram pg, and packet pk,. The Variant Generation engine (Figure 2,
Step 2) is the heart of the fuzzer. It applies semantics-preserving
mutations to generate new, equivalent variants guided by the com-
pilomorphism relations:

o To satisfy Packet Compilomorphism (~): Based on a static analysis
of the program’s IR, the engine creates new packets by modifying
fields not relevant to the program’s logic (e.g., perturbing unused
header fields).

o To satisfy Program Compilomorphism (=): The engine applies a
predefined set of sound, semantics-preserving transformations,
such as reordering independent tables or adding redundant logic.

Execution and Oracle Check. Each generated program variant is
compiled for all backends under test (Step 3) and executed with its
corresponding packet while outputs are monitored (Step 4). The
Oracle Check (Step 5) is where the compiler is tested against itself:
the framework compares the outputs of any two compilomorphic
pairs. A mismatch reveals an inconsistency where the compiler
failed to preserve the expected semantics and is reported as a likely
bug.
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Formal Grounding and Feasibility. We use an executable Alloy model
to validate the internal consistency of the compilomorphism frame-
work (e.g., variant-generation constraints). The model is not a com-
piler oracle, but a design-time sanity check that can generate small
compilomorphic witnesses.

Prototype Implementation. We implemented a minimal end-to-end
prototype that operationalises the compilomorphism framework.
The system performs P4 IR extraction, generates packet- and program-
compilomorphic variants, executes them via a mock runner that
models match-action evaluation and table application order, and
applies the self-consistency oracle induced by compilomorphic vari-
ants with disparity-based classification.

To validate bug detection, we injected two classes of semantic
faults (control-flow and data-plane); both were detected and cor-
rectly classified by the oracle. The IR analysis is conservative: when
field relevance is uncertain, the prototype marks the field as rele-
vant, preserving soundness of generated variants. The prototype is
available as a supplementary artefact alongside the Alloy model on
Zenodo DOI 10.5281/zenodo.18332133.

Disparity-Based Bug Classification. When the oracle check fails
(out; # outy), the framework computes a disparity vector that
characterises the observable difference. We instantiate disparity
as A = (port_diff, header_diff ), where port_diff indicates whether
the egress decisions differ and header_diff summarises differences
over forwarding-relevant output fields.

This representation distinguishes control-flow miscompilations
((true, false)) from data-plane miscompilations ({false, true)), pro-
viding lightweight diagnostic information in addition to a pass/fail
oracle.

5 Related Work

Our work connects research on compiler testing, differential and
metamorphic testing, translation validation, and domain-specific
compiler validation, with a focus on semantics-based test oracles.

Differential and Randomised Compiler Testing. Differential testing
compares multiple executions of the same program to expose incon-
sistencies [17]. Equivalence Modulo Inputs (EMI) applies this princi-
ple to compiler validation by generating semantics-preserving pro-
gram variants and checking for mismatches on a given input [13].
Athena extends EMI with guided stochastic mutation to discover
deep miscompilation bugs [14]. Random program generators such
as CSmith have been highly effective for finding bugs in C compil-
ers [23], while coverage-guided fuzzers such as AFL [24] prioritise
syntactic diversity but typically lack strong semantic oracles. Em-
pirical studies show that equivalence-based methods are among
the most effective at discovering deep semantic bugs [6].

Our key contribution over this body of work is the formalisation
and systematic exploration of a joint equivalence space across
both programs and structured inputs. While prior methods typically
vary one or the other, compilomorphism’s dual-pronged approach is
designed for domains like P4 where input validity is tightly coupled
with program logic, making the simultaneous consideration of both
essential for generating meaningful test cases.

Metamorphic Testing. Metamorphic testing alleviates the oracle
problem by checking whether expected relations hold between
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the outputs of multiple executions under systematic input trans-
formations [7]. Compilomorphism is related in spirit but differs
in scope and operationalisation. Rather than varying only inputs,
it treats programs and structured inputs as first-class objects and
mutates both via semantics-preserving transformations, using a
domain-informed notion of observable behaviour and disparity-
based triage.

Translation Validation and Compiler Correctness. Translation valida-
tion checks the correctness of individual compiler runs by verifying
semantic equivalence between source and target representations
[18, 20]. Verified compilers such as CompCert provide stronger
guarantees by construction [15], but require full formal models of
the compiler and target. Compilomorphism is complementary: it
treats the compiler as a black box and validates semantic preserva-
tion empirically via structured equivalence testing.

P4-Specific Validation and Testing. The P4 ecosystem includes for-
mal semantics and verification tools such as Petr4 [8], p4v [16],
P4Cub [19], and P4K [11], which reason about correctness of indi-
vidual programs. Testing frameworks such as P4Testgen [21] gen-
erate high-coverage packet tests from program semantics, while
network-level validation systems such as Meissa [25] validate end-
to-end data-plane behaviour.

Several tools directly target P4 compiler correctness. Gauntlet
applies random program generation and translation validation to
discover miscompilations [22], while P4Fuzz uses generation-based
fuzzing tailored to P4 [2]. These approaches either rely on backend-
specific models or use weak oracles focused on crashes and invalid
behaviour. In contrast, compilomorphism provides a model-free
semantic oracle based on structure-preserving transformations over
programs and structured inputs.

Domain-Specific Compiler Validation. Beyond P4, DSL compiler val-
idation has been explored in other domains, including GPU and
intermediate-representation pipelines [12]. Industrial DSLs such as
Broadcom’s NPL further illustrate the growing need for semantics-
aware validation techniques in programmable networking plat-
forms.

Together, these works motivate the need for principled, semantics-
grounded validation oracles that scale across structured inputs,
heterogeneous backends, and domain-specific execution models.

6 Implications and Vision

Compilomorphic fuzzing reframes compiler validation. By using
the compiler’s expected behaviour on one set of inputs to oracle its
behaviour on an equivalent but different set, we effectively turn the
compiler against itself. This perspective has several implications
for software testing and verification.

Semantics-Guided Fuzzing. Traditional grammar-based fuzzers excel
at exploring syntactic variation but struggle to generate semanti-
cally meaningful programs. Compilomorphism instead guides mu-
tation via semantics-preserving transformations, enabling targeted
exploration of compiler logic and exposing incorrect-computation
bugs rather than merely crashes.

Validation for Heterogeneous Targets. Modern DSL compilers target
increasingly heterogeneous backends (CPUs, GPUs, FPGAs, ASICs),
making behavioural consistency difficult to validate. By treating
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each backend as an instance of the transformation function 7,
compilomorphism provides a principled basis for differential testing
across this entire target space.

Broader Applicability. Although P4 is our motivating example, the
underlying pattern is common across DSLs that define transforma-
tions over structured data.

o Graphics: Shader compilers must preserve visual semantics across
diverse GPUs. Compilomorphic variants can be generated from
mathematically equivalent lighting or vertex transformations.
Database Queries: Query optimisers transform declarative SQL
into execution plans. Logically equivalent queries (e.g., via join
reordering) form compilomorphic program variants and must
produce identical result sets.

These domains share the same validation challenge: ensuring
that semantics are preserved across aggressive optimisation and
diverse execution platforms.

7 Discussion: Scope and Limitations

Compilomorphism is a general principle, but our current instantia-
tion has clear scope boundaries that motivate future work.

Stateful Operations. Our approach currently targets stateless, deter-
ministic transformations. Extending it to stateful constructs (e.g.,
P4 counters or registers) would require defining equivalence over
sequences of inputs and the resulting evolution of program state.

Transformation Soundness. The effectiveness of our fuzzing ap-
proach depends on sound semantics-preserving transformations.
While simple cases (e.g., reordering independent tables) are easy,
defining and validating richer program refactorings is a key chal-
lenge. Automating the discovery of such transformations is an
important research direction.

Non-Functional Properties. Our framework targets only semantic
correctness, not non-functional properties like performance or re-
source usage. Two compilomorphic variants might behave iden-
tically but have vastly different efficiency profiles, an aspect our
oracle does not currently address.

Shared-Mode Failures. Like all differential testing, compilomorphism
detects inconsistencies, not absolute correctness. A compiler could
produce the same wrong output for two variants. Detecting such
shared-mode failures requires a complementary oracle, such as a
reference model.

8 Conclusion

We introduced compilomorphic fuzzing, a validation methodology
that turns a compiler into its own semantic oracle via structure-
preserving transformations over programs and inputs. We for-
malised packet and program equivalence relations, showed how
they induce a model-free semantic oracle, and demonstrated fea-
sibility via an executable prototype that detects injected semantic
faults.

We argue that compilomorphism provides a principled foun-
dation for scalable, automated validation of DSL compilers and a
unifying perspective on differential, metamorphic, and translation-
validation techniques. Future work will focus on scaling the system
to production P4 toolchains and evaluating its effectiveness on
real-world compiler bugs.
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